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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division hli ul'J 18 A o'

MICROSOFT CORPORATION, a
Washington corporation.

Plaintiff,

V.

JOHN DOES 1-2, CONTROLLING A
COMPUTER NETWORK AND THEREBY

INJURING PLAINTIFF AND ITS

CUSTOMERS,

Defendants.

ViriGihjA

Civil Action No: [ "■

nUED UNDER SEAL PURSUANT TO
LOCAL RULE 5

DECLARATION OF DAVID ANSELMI IN SUPPORT OF MICROSOFT'S
APPLICATION FOR AN EMERGENCY EXPARTE TEMPORARY RESTRAINING

ORDER AND ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

I, David Anselmi, declare as follows:

1. I am a Principal Investigator in Microsoft Corporation's Digital Crimes Unit

("DCU") Malware & Cloud Crimes Team. I make this declaration in support of Microsoft's

Application for An Emergency Temporary Restraining Order and Order To Show Cause Re

Preliminary Injunction. I make this declaration of my own personal knowledge or on

information and belief where indicated. If called as a witness, I could and would testify

competently to the truth of the matters set forth herein.

I. INTRODUCTION

2. In my role at Microsoft, I assess technological security threats to Microsoft and

the impact of such threats on Microsoft's business and customers. Among my responsibilities

are protecting Microsoft's online service assets from network-based attacks. I also participate in

the investigation of botnets and participate in court-authorized countermeasures to neutralize and

disrupt them. I have personally investigated and assisted in the court-authorized takedown of
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APPENDIX A

.ORG DOMAINS

Re2istrv

Public Interest Registry (PIR)
1775 Wiehle Avenue

Suite 200

Reston Virginia 20190
United States

OFFICE356-US.ORG Domain Name: OFFICE356-US.ORG

Registry Domain ID: D402200000005189950-LROR
Registrar WHOIS Server: whois.lapi.net
Registrar URL: http://www.lapi.net
Updated Date: 2019-02-15T01:32:18Z
Creation Date: 2018-02-14T08:17:06Z

Registry Expiry Date: 2020-02-14X08:17:06Z
Registrar Registration Expiration Date:
Registrar: lAPl GmbH
Registrar lANAlD: 1387
Registrar Abuse Contact Email: abuse@lapi.net
Registrar Abuse Contact Phone: +49.68416984200
Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
Registrant Organization: MS
Registrant State/Province: 1
Registrant Country: US
Name Server: NS120.TRUEHOSTER.NET

Name Server: NS121.TRUEH0STER.NET

DNS SEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form https
://www.icann.org/wicf/)
»> Last update of WHOIS database: 2019-12-
06T19:24:50Z«<

SMTPER.ORG Domain Name: SMTPER.ORG

Registry Domain ID: D402200000011172427-LROR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://www.publicdomainregistry.com
Updated Date: 2019-10-14T03:49:24Z
Creation Date: 2019-08-14X08:16: lOZ

Registry Expiry Date: 2020-08-14X08:16: lOZ
Registrar Registration Expiration Date:
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar lANA ID: 303
Registrar Abuse Contact Email: abuse-
contact@Publicdomainregistrv.com
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EXHIBIT 1
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EXHIBIT 2
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EXHIBIT 3
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EXHIBIT 4
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